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EXECUTIVE SUMMARY

At the direction of the Executive Office of the President and following a comprehensive scoping
effort, the President’s National Security Telecommunications Advisory Committee (NSTAC)
established the Identity Issues Task Force in November 2008 to explore the role of the Federal
Government in Identity Management (IdM) and how it could serve as a catalyst for broad
implementation. As such, the NSTAC proposes a broad approach to assist the United States in
achieving a national, comprehensive IdM strategy through a broad and enduring partnership
between Government and industry. Internally, the Federal Government can implement IdM
policies and technologies to improve privacy, security, and confidence in its own networks and
services. Beyond that, a need has emerged for a national, comprehensive 1dM strategy that
would recognize and protect the roles and interests of private citizens and commercial
participants while enabling collaboration among key stakeholders.

A comprehensive national vision and strategy will help create an 1dM infrastructure capable of
managing digital identities in the evolving electronic environment facilitating confidence and
trust. This new IdM environment could have profound political and social implications,
significantly improving how citizens interact while simultaneously meeting their basic
expectations of privacy and anonymity. In addition, a comprehensive national vision and
strategy for 1dM will substantially enhance the overall security and integrity of the national
communications infrastructure.

During emergencies, Federal, State, and local Governments rely on the availability of trusted
Internet and other communications systems. National security/emergency preparedness (NS/EP)
users have the same characteristics as most Internet Protocol (IP) network users—they are
nomadic and demand access to all services at any time. However, they also differ from ordinary
users in that they demand priority access to these services so they can respond to events where
lives and property are in imminent danger. Consequently, network operators and service
providers must be able to verify the identity of NS/EP emergency responders. These providers
need a mechanism to establish trust in an NS/EP environment, and IdM provides that
mechanism. A lack of 1dM capabilities could result in a situation where unauthorized users have
access to NS/EP priority services, perhaps interfering with an emergency responder’s ability to
use those services to fulfill the mission. Consequently, it is in the Government’s best interest to
pursue the development of a federation of interoperable IdM processes. Such a federation of
interoperable 1dM processes would enhance identity trust, awareness and education among end
users, providers and devices. This federation would strengthen trust relationships and enhance
the Nation’s security. Such a federation would involve three operational characteristics:

(1) interoperability; (2) Trust Anchors; and (3) Choice-based participation. A strong IdM
system, based on robust trust in the Internet infrastructure and design, increases consumer
confidence and ensures the Government’s ability to rely on the Internet and other
communications systems for commercial activities and security operations.

The evolving threat environment, coupled with the increasing reliance on
communications networks, requires the development of a national, comprehensive
Identity Management vision, strategy, policy and implementation procedures.
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Both Government and the private sector are engaged in this area and are working toward
individual solutions to IdM challenges to achieve the goals and overarching objectives for an
IdM strategy addressed here. Although these efforts may be individually beneficial, they do not
achieve the level of coordination, efficiency, and scope needed to create a holistic, integrated
national 1dM strategy for the mutual benefit of Government, industry, and society.

Commercial 1dM service providers exist today and will likely increase in number, expand their
roles and offerings, and develop business opportunities to meet the growing national 1dM need.
The national 1dM strategy must embrace commercial IdM service providers willing to
collaborate with the Government to develop standards-based interoperability between Federal
and commercial IdM processes.

Privacy and civil liberties are vitally important components of any successful national IdM
strategy that includes a federation of interoperable IdM processes. The NSTAC does not define
a specific solution regarding how privacy should be integrated into a national IdM framework,
but a fully-formed, Choice-based approach is fundamental to meet the citizens’ expectations
regarding privacy, civil liberties, and the protection of sensitive information, and will warrant
further study. Importantly, the details of implementation of how to identify and authenticate
users will not be answered in this report, but aspects are discussed to establish the contextual
basis for this work and extend support for the NS/EP process. End users must have the ability to
make fully-informed choices about the protection and use of their sensitive information. The
relationship of these important civil liberties and the benefits of an interoperable IdM process
warrant further study.

The recommendations to the President address possible first steps for an approach to identify
issues and solutions related to IdM. This report builds upon I1dM recommendations of previous
task forces, working groups, researchers, and international bodies as referenced within the text
herein. In addition, the IdITF considered the extensive IdM research and development (R&D),
policy development, and technical research conducted by numerous national and international
standards bodies and organizations.

This study is consistent with, and extends the work of, the President’s NSTAC on the 60-day
review of the Nation’s cybersecurity efforts. Based on these efforts, the NSTAC believes a
comprehensive national identity strategy would provide the crucial foundation for achieving
success in many wide-ranging cybersecurity initiatives. The NSTAC also believes that the
current political and policy landscape is ripe for promoting a comprehensive national strategy to
improve trusted identification. Implementing such a strategy will impede malicious actors from
posing as legitimate users and exploiting these networks, thereby placing NS/EP capabilities and
everyday commerce at risk.

In light of these circumstances, the NSTAC concludes that the Government, working
collaboratively with the private sector, the public, and interested nations, should develop a
comprehensive national 1dM vision and strategy that meets the security, business, and personal
needs of American society and addresses the organizational, programmatic, legislative, and
cultural components of IdM.
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The NSTAC recommends the President, in accordance with responsibilities and existing
mechanisms established by Executive Order 12472, Assignment of National Security and
Emergency Preparedness Telecommunications Functions:

1)

2)

3)

Demonstrate personal national leadership in 1dM to positively influence the national
culture, attitude, and opinion toward 1dM. Successful development and implementation
of a national IdM vision and strategy requires national commitment across Government,
industry, and individuals dependent on cyber applications.

Charter a national 1dM office under specifically appointed and dedicated leadership, in
the Executive Office of the President. This office must have powers to integrate and
harmonize national IdM policies and processes, including those related to law
enforcement and security, as well as physical and logical access controls. This office
should seek active private sector participation in developing such policies and processes
in order to succeed and to ensure that successful solutions are shared with the private
sector, as appropriate.

Direct the newly created office to develop a coordinated programmatic agenda to
implement a comprehensive IdM vision and strategy to address, at a minimum, four
component areas, specifically: Government organization and coordination; public-
private 1dM programs; policy and legislative coordination; and national privacy and
civil liberties culture. Because no existing Government office or organization is engaged
in all areas and issues across the total scope of IdM, new approaches are required to
harness the expertise and interests across all areas.

With respect to Governmental organization and coordination, establish a single,
authoritative and comprehensive 1dM governance process with a dedicated mission
and office under an accountable official reporting directly to the President, embracing
all Federal policy, technology, and 1dM application activities related to both screening
and access controls. The established lead official should have control over defined IdM
programs and resources across Government, including budget, as needed to advance
Federal IdM under a single coherent strategy.

With respect to public-private programs, direct the appropriate Federal Government
departments and agencies to work with the private sector to develop and advance a
comprehensive and progressive IdM Research and Development agenda, focusing on
Government-civil 1dM interoperability. This effort should seek to establish interface
standards to enable 1dM applications to access and securely operate on global
communications networks. In addition, this effort should partner with industry to embed
IdM solutions in identity-sensitive applications of all kinds, promoting standards-based
public-private programmatic collaboration.

With respect to policy and legislative coordination, determine what changes to policy
and regulation should be made, and what legislative initiatives should be advocated to
move quickly toward national 1dM goals. Further, establish policy and a legal
framework to support internal Federal activities and streamline Government-civil
collaboration and partnership in support of those goals. In particular, the IdM office
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should pursue legislative efforts to support National 1dM governance, organization and
authority needs, as appropriate.

With respect to national privacy and civil liberties culture, develop a comprehensive
and sustained communications plan to promote I1dM reflecting key national and social
values and embracing the strong National conviction to protect privacy and civil rights
of both initiating and receiving parties as the national 1dM strategy is developed and
implemented.

All four of these components must be acted upon to achieve needed IdM alignment within
Government, and between Government and industry. Collectively, these efforts will provide the
Presidential emphasis, streamlined authorities, and broad engagement needed to achieve the
beneficial effects of IdM throughout the Nation.
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1.0 SCOPE AND PURPOSE

The National Security ; . .
Telecommunications Advisory The increasing dependence on communications

Committee (NSTAC) proposes a broad networks for conducting Governmental, commercial,
- and social transactions requires participants to

apﬁ_roach tk? ?.n?.ble our Na:llon _to establish their identity through digital means.

ac |e_ve a holistic, comprenensive Trusted, strong identification of users, devices, and

dentity Management (IdM) strategy communications service providers has not been

through an enduring partnership universally adopted in cyberspace. This lack of
between Government and industry. trusted identification diminishes NS/EP capabilities,
The increasing dependence on endangering national and homeland security as well
communications networks for as individual security and privacy.

conducting Governmental,
commercial, and social transactions requires participants to establish their identities through
digital data and potentially physical means. Identity Management (IdM) provides unique
characteristics and attributes to any Entity (e.g., people, object, device, or organization).
Trusted, strong identification of users, devices, and communications service providers has not
been universally adopted in cyberspace. This lack of trusted identification enables harmful
and/or malicious activity* and diminishes national security/emergency preparedness (NS/EP)
capabilities,? endangering national and homeland security as well as individual privacy and
security. Private sector owners and operators of the Nation’s information technology (IT) and
communications infrastructure, along with Government, have a vested interest in identifying and
deploying solutions to help the Nation reduce the occurrence and impact of harmful activity on
communications systems.

The purpose of this report is to identify Federal Identity
3 - .

including both digital and physical Manage_m_e_n'; (1dMm) poI|C|es and Government roles and

identification of individuals responsibilities most likely to create a large-scale

applications, devices, obje’cts, demand for strengthened 1dM capabilities and practices

and information. by the private sector and individual users. In

collaboration with Government and private sector

IdM covers a broad scope,

! “Banks Test 'Text Messaging' Security” Investor's Business Daily (08/10/07) P. A4 ; Howell, Donna

Banks and brokerages have been on the hunt for just the right balance between convenience and cost to boost log-on and
transaction security for customers. Tokens have been one solution to reinforcing banking security, as users type an up-to-the-
minute passcode that is displayed on a token. Thieves' efforts are thus thwarted from logging on as a user, even if they know the
user's name and password. Financial firms are also considering sending users a one-time pass code via text messages to their
mobile phones, or by an automated phone call that would eliminate the use for tokens. Passcode generators can also be built into
cell phone handsets. Since most consumers have cell phones, sending mobile notifications could be a viable authentication
measure. A built-in credit card authentication option is also being considered by financial institutions. The card would display a
one-time passcode once a pressure-sensitive area of the card is touched. VeriSign's Fran Rosch says this technology will undergo
pilot tests and reach a sizeable distribution by next year.

2 “Information Technology Progress Impact Task Force Report on Convergence,” President’s National Security
Telecommunications Advisory Committee (NSTAC). May 2000. http://www.ncs.gov/nstac/reports/2000/Convergence-Final.pdf.

® Forthe purposes of this report, Identity Management (IdM) is the structured creation, capture, syntactical expression, storage,
tagging, maintenance, retrieval, use, and destruction of identities by means of diverse arrays of different technical, operational,
and legal systems and practices (T SG17 Q6 Identity CG. International Telecommunication Union [ITU]).
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officials and technologists, the President’s National Security Telecommunications Advisory
Committee (NSTAC) Identity Issues Task Force (IdITF) explored the following topics:

e Functional identity requirements;

Current Government IdM initiatives;

Potential impact of IdM on Government priorities;

Current domestic and international 1dM standards adoption; and

Creation of a process to develop, evaluate, and coordinate national comprehensive 1dM
strategies.

In the context of this IdM approach, Government and the private sector must commit to improve,
to the extent possible, planning and execution in these areas. Sensitivity to public opinion in
matters involving personal privacy and the proper roles—and limits—of Government must be
taken into account. The recommendations are intended to present strategies and processes that
improve privacy, relative to the status quo, while expanding the potential scope and scale of
national 1dM efforts, through establishing auditable and transparent privacy safeguards.
Specifically, the recommendations herein promote a balanced public-private IdM strategic
approach offering opportunity for business participation, standards development, and
interoperability within and among Government and the private sector entities.
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2.0 BACKGROUND

Federal, State, and local Governments, international bodies, private sector organizations, and
individual end users depend on robust, reliable and functional communications networks for
NS/EP and other business and personal needs. The Government and private sector rely upon
these networks* increasingly for daily transactions (e.g., the provision of healthcare, emergency
response services, commercial activities, and e-Government services). Numerous sources® show
that these networks—and the Governments, people, devices, and the applications that rely on
them—are under daily and sustained attacks. These attacks threaten core U.S. national
communications objectives, including national security, law enforcement, public safety, and
protection of intellectual property, and impair the availability and integrity of communications
networks for NS/EP. In addition, they enable hostile disinformation capabilities, denial of
service attacks, and malicious virus and spam attacks, all of which result in the general abuse and
exploitation of communications networks by nation states and individual actors alike.

The evolving threat environment, coupled with the increasing reliance on
communications networks, requires a national, comprehensive ldentity Management
vision and strategy.

Both criminal and state-sponsored actors try to capture identity information. They subsequently
use to gain unauthorized access to systems and information. The absence of strong identity
controls makes it easy for them to get the information they need. The most common example of
an inadequate identity control is a weak password (which is often ‘password’). Captured identity
information may be used to spoof communications networks’ Authentication® processes to gain
unauthorized access to networks and information. This increases the potential for theft, fraud,
and the manipulation or disruption of finances, intellectual property, and other sensitive
information. If information such as dates of birth and social security numbers are used as the
basis of identity, and are compromised, recovery is difficult and sometimes impossible.

Recent studies by Government’ and think tanks® have recognized the relationship between
cybersecurity and IdM. Although this relationship has not yet been defined or described in
detail, it clearly exists and current policy efforts related to broader issues of cybersecurity should
be extended to IdM.

Inadequate identity control can negatively affect our communications infrastructure and all those
who rely on it. A successful 1dM strategy can help protect that infrastructure. As this strategy is
adopted, there will be recognizable benefit in every identity-sensitive application. An effective

* For the purposes of this report, the term ‘networks’ includes Internet Protocol (IP)-based networks, digital communications, and
all telecommunications network systems. Please see Appendix D for the definition of Internet.

® Various sources cite current cyber incident information and statistics, including us-cert.gov, sans.org, govtech.com, and
cert.org.

® For the purposes of this report, Authentication is the provision of assurance of the claimed identity of an entity.

" National Science and Technology Council, Identity Management Task Force Report-2008, www.ostp.gov

8 Center for Strategic & International Studies, Securing Cyberspace for the 44th Presidency, 2008, www.csis.org
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IdM strategy can be a critical enabler for several Federal homeland security priority agenda
items, including:®

e Protecting information networks;

Improving intelligence capacity;

Protecting civil liberties;

Protecting Americans from terrorist attacks and natural disasters; and

Protecting and modernizing critical infrastructure.

For example, 1dM plays a key role in the healthcare reform agenda, promoting the adoption of
online record-keeping and technology innovation initiatives, including widespread broadband
access and an open Internet to improve access to healthcare while reducing healthcare costs.*°

NS/EP, business, and even personal requirements drive the need for IdM and are linked to the
evolution of the Internet as a critical infrastructure that supports vital processes in Government,
business, and society. Transactions often occur over distances, where the sender and receiver do
not share a common security framework or risk tolerance. Ubiquitous global networks have
permitted the emergence of new functionality and efficiencies, but their full potential cannot be
realized without a way to ensure their information is secure and their transactions are with
trusted parties. Consequently, the ability of security organizations to differentiate between
authorized users and intruders has become imperative.

Beyond network-based concerns, the ability to identify persons and objects for physical access
control is part of the total need of IdM. The NSTAC addressed this issue in 2003.** The
NSTAC’s perspective on IdM should apply to both domains. Therefore, all references to
interoperability of processes, applications, and systems in this report apply to both the physical
and logical aspects of IdM.

The benefits of 1dM extend beyond protecting the infrastructure and its users from malicious
actors. Implementation of practical, large-scale 1dM processes can also motivate users to take
greater advantage of the functionality available, which in turn can stimulate further innovation.
The ability to help all stakeholders appreciate these benefits will be essential to success and in
some cases will require external advocacy and outreach programs. The benefits include:

e Expanded access to goods, services and information;
e Reduced process latency and error;
e Increased productivity and efficiency; and

e Cost savings.

° Going beyond securing communications networks and commerce, IdM could be used to help enforce immigration laws and
improve border security, without adversely impacting lawful residents.

19 The White House Agenda. http://www.whitehouse.gov/agenda/.

1 The President’s National Security Telecommunications Advisory Committee, “Vulnerabilities Task Force Report on Trusted
Access,” January 27, 2003.
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The ubiquitous nature of the Internet and its application as a tool to meet Government and
private sector mission needs underscores the increasing importance of IdM. The current
environment requires collaboration among the Government and relevant stakeholders to ensure
the development of a comprehensive, national 1dM strategy.

The increasing emphasis on cybersecurity, healthcare technology innovation, and financial
services initiatives has made key stakeholders interested in a broad 1dM approach that addresses
the full spectrum of issues and communities. This “critical mass’ has stimulated a greater
awareness of IdM concerns, leading to opportunities for IdM policy development and
implementation. With this awareness comes a need for Government to implement an outreach
effort to ensure individuals have accurate and reliable information about how 1dM can help them
take full advantage of available technologies.

2.1 Privacy

A national 1dM strategy must address personal privacy. Requiring identification for anonymous
activity (for example, most Web browsing) could pose privacy risks by exposing Personally
Identifiable Information (PI1) to unauthorized third parties, who could then aggregate the
information and link it to particular individuals. However, the implementation of an effective
IdM strategy should enhance consumer privacy by increasing consumer control over personal
information, strengthening information security, reducing unwanted intrusions such as spam, and
improving transparency regarding how information will be used. Successfully strengthening
identification processes while preserving privacy and civil liberties requires a delicate balance.
To achieve this end, all participants in the design and implementation of a national 1dM strategy
should embrace the resolution of privacy concerns as a fundamental charge.

The NSTAC does not define a specific solution regarding how privacy should be integrated into
a national 1dM framework, but a fully-formed, Choice-based approach is fundamental to meet
the citizens’ expectations regarding privacy, civil liberties, and the protection of sensitive
information. The NSTAC believes that all major participants should collaborate on an IdM
strategy that establishes rigorous and auditable policy and technology frameworks while
simultaneously ensuring identity privacy. This consideration of privacy applies broadly within
Government, between the Government and commercially sensitive activities, and across society.

NSTAC Report to the President on Identity Management Strategy 5
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3.0 IDENTITY MANAGEMENT AND ITS USES

An identity is a representation of an Entity (such as an end user, a subject [as in law enforcement
and security applications], an object, a device, or an organization) by which the entity is known
in some context. The contexts considered in this report involve a broad array of infrastructures
used for communications, transactions, or control of resources or facilities. Any entity may have
one or more identity claims. A single identity may also be associated with multiple Entities.

IdM includes discovery of and access to authoritative identity sources, and involves the life-cycle
management and use of identity data elements to enable Attribution,*? Authentication, and other
identity-based services. IdM provides the means to authenticate the identity claims of Entities
requiring identification on communications networks.®* These claims include multiple roles
(such as citizen, spouse, parent, customer, and patient) and range from commercial to social
activities, and require participants to establish their identities through digital identity data and, in
some cases, physical means.

The benefits that adoption of a comprehensive national 1dM strategy would bring are far-
reaching, as highlighted below.™

2 For the purposes of this report, Attribution is the association of descriptive information bound to an entity that specifies a

characteristic of an entity (such as condition, quality or other information associated with that entity) to that particular entity
(NSTAC 2009).

13 Rutkowski, Anthony, December 2008, “A Global Perspective on Identity Issues.”

1 Choice-based participation is crucial so that end user have a clear choice in whether or not to participate in the IdM federation
and in determining the degree of Authentication commensurate with the level of sensitivity of their transactions. In some cases,
end user choice will be linked to particular identity-sensitive applications. Applicants may be willing to voluntarily enroll in such
applications, and provide certain, otherwise private, information as a condition of the enroliment process, if they expect to realize
some benefit in doing so.
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Identity Management Benefits

IdM processes and devices must be seen as valuable and useful by end-users. Those
processes and devices must provide key positive incentives, such as passing through
airports more quickly or gaining direct and secure access to Government systems online, so
that voluntarily providing Pl offers something of value. Advantages and cost savings will
increase as IdM technology becomes more ubiquitous. The development of a
comprehensive national IdM strategy would provide significant, tangible benefits to
Government, industry, and the general public, such as:

e Reduced identity theft even with increased use of electronic commerce and
e-Government;

¢ Reduced financial loss and improved recovery from identity fraud;

e Increased consumer confidence in Internet Protocol (IP)-based networks should
result in the increased use of these networks for commercial transactions and thereby
produce greater efficiencies at lower costs;

e Enhanced physical access controls and security screening processes;

e Cost savings through greater adoption of on-line applications for Government and
commercial services requiring in-person identity verification;

e Recognizable, credible, and interoperable identities being made optionally available
for all citizens, following essential industry and Government standards and applicable
laws;

e Greater identity attribution without violation of citizens’ privacy rights;

e More electronic value chains that can simultaneously promote U.S. innovation and
international trade;

e Improved extensibility and interoperability of a smaller family of ID tokens and
systems, benefiting both ID-dependent businesses and consumers;

e Streamlined and more secure access to the whole range of identity-sensitive
applications, from law enforcement and security screening to e-commerce and
access controls, including via Web-based processes never before possible. For
example:

- Secure Internet access to health services with improved privacy of
personal medical records;

- Enhanced secure e-pharmaceutical services (Web-based ordering, mail
delivery), which could reduce total healthcare costs through greater
efficiency; and

- Consumer banking.

e Helping disabled home-bound users to live fuller lives by enabling them to participate
in healthcare, commerce, and social services without the need for in-person identity
verification; and

e Improved online safety for minors.

Increasing global complexity has yielded an evolving identity environment reaching across
diverse domains. If 1dM stakeholders do not address the fundamentals now, then more isolated
IdM systems will emerge and it will become far more difficult to adopt viable, comprehensive,
interoperable 1dM solutions in the future.

NSTAC Report to the President on Identity Management Strategy
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3.1 I1dMin the Context of National Security/Emergency Preparedness (NS/EP)

IdM has great potential to help fulfill national security, law enforcement, public safety,
communications, security, and business and social needs. In addition, IdM advances are critical
to NS/EP efforts because they help protect the networks, secure proprietary and Personally
Identifiable Information (PII), and support Authentication assurance. Federal, State, and local
Governments rely heavily on digital communications for NS/EP purposes. Improved trust
through development of a robust federation of interoperable 1dM processes would enhance the
ability of public officials to provide key NS/EP services.

For example, the Government Emergency Telecommunications Service (GETS) and Wireless
Priority Service (WPS) use simple Personal Identification Number (PIN) based and subscription
based access mechanisms to authenticate authorized users but these methods do not preclude
unauthorized use of the system. As GETS and WPS transition to an open Internet or Internet-
like environment, a higher level of assurance (for example, confidence in the identity of NS/EP
users) would provide for protection against unauthorized use.

A number of key technical and policy capabilities to improve 1dM for NS/EP communications
include the development of a holistic 1dM infrastructure, improved interoperability under a
federated identity system, and the development of scalable and extendible technical
architectures.®

3.2 IdMin the Context of Cybersecurity

IdM is one of the most critical foundations of cybersecurity.

IdM is one of the most critical - . .
IdM vulnerabilities allow malicious actors to exploit networks

foundations of cybersecurity.

Without robust 1dM and information. The current administration’s commitment to
capabilities, achieving broadening transparency across the Government will likely
cybersecurity goals will prove | have cybersecurity implications and intensify the need for a
difficult. federation of interoperable 1dM processes. Without robust

IdM capabilities, achieving cybersecurity goals will prove

difficult. As the Federal centralized management of cybersecurity matures, solutions will
emerge for integrating IdM within the communications and IT infrastructure in a way that
balances security and privacy.

152008 Research and Development Exchange Workshop Proceedings, September 2008, “Evolving National Security and
Emergency Preparedness (NS/EP) Communications in a Global Environment.”
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4.0 PROBLEMS AND IMPEDIMENTS IN THE CURRENT OPERATING
ENVIRONMENT

Today’s Internet originated in a closed environment in which a secure framework for managing
identity was not required. As the Internet grew beyond its original closed environment, the need
for a secure identity framework became more apparent. Existing identity credentials are weak
and typically depend on both the context and application for which they were initially developed.
In most cases, such identity credentials cannot be used in other situations or environments. For
example, a patient may use a bank card to access funds at the bank or pay for a doctor visit, but
the card cannot be used to verify the patient’s insurance information. The lack of a uniform
approach to establishing trust and confidence across different IdM federations impedes
interoperability. The current dependence of identity assurance on the trust and confidence of a
unique identity provider has played a large role in the maintenance of disparate 1dM systems,
effectively precluding interoperability.

Both the Government and the private The successful development of a comprehensive
sector have made significant progress in interoperable 1dM strategy requires overcoming

isolated areas of IdM. However, these cultural, technical, strategic, and economic
positive efforts in Government and problems. These problems extend to the
industry are not yet coordinated within an | Government, the private sector, and individuals.
overarching strategic framework. Both the Government and the private sector have

made significant progress in isolated areas of
IdM. However, these positive efforts in Government and industry are not yet coordinated within
an overarching framework. There are four areas of concern that must be addressed in pursuit of
a comprehensive 1dM strategy, specifically:

e Social factors;
e Commercial factors;
e Technological factors; and

e Government factors.

The social factors include the following:

e The socially-acceptable limits of Government-sponsored IdM activity have not been
rigorously established, nor effectively validated with the private sector or the public.
Absent defined limits, the Government risks pursuing technologically-attractive initiatives
that may be socially undesirable.

e Cultural sensitivity to the prospect of a national identity card complicates the adoption of
IdM processes and needs to be accommodated.

o Historically, both the private sector and the public have considered IdM technology
processes to be intrusive. Before this resistance can be overcome, a comprehensive cost-
benefit analysis in support of IdM system development and implementation must be
conducted. First and foremost, the Government must offer the private sector and the
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public a trusted, easy-to-use, well-understood process that can protect privacy. Second, the
Government must articulate the benefits that the IdM strategy can offer to the public, the
private sector, and the Government, and make a convincing argument that a ubiquitous
IdM infrastructure will be worthwhile.

The commercial factors include the following:

e Any broad federation of interoperable 1dM processes must be sufficiently attractive to the
general public (that is, these processes must be simple to use and understand). With these
attributes, the private sector will be:

—Encouraged to develop business applications that make deployment of the 1dM
capabilities economically feasible; and

—Able to ensure public acceptance of processes involved and actions demanded of them.®

e Business cases must be developed that support emergence and sustainability of large-scale,
commercial IdM processes; this has not yet been done.

Technical factors include the following:

¢ In today’s environment, the lack of standards between independently-sponsored and
managed IdM systems inhibits interoperability and extensibility.

e The various IdM federations do not share a uniform approach to establish trust and
confidence across different 1dM federations, including the vetting processes and identity
validation.

e There are numerous Certificate Authorities'’; in many cases, certificates do not
interoperate with each other.

Government factors include the following:

e Government separates IdM programs designed to support security screening from those
designed to facilitate the delivery of goods and services and access to information. This
approach causes duplication of effort, inhibits efficient management, and artificially
divides activities and applications across Government.

e The absence of a central IdM governance process across all Governmental IdM activities,
including identity-sensitive'® applications, inhibits Government’s ability to holistically
manage and advance 1dM in support of the full range of security and efficiency drivers.

The Government can become the catalyst for addressing all of
these factors and can ultimately implement a comprehensive,
national IdM strateqgy.

' Ipid.

' wNSTAC Report to the President on Physical Assurance of the Core Network", FOUO, dated November 6, 2008. Certification

Authority Services: Services infrastructure and facilities involved in providing identity management and chain of trust validation
for critical Internet services and transactions.”

8 An application wherein accesses and privileges of an individual, organization or group are variable, depending on their identity
attributes.
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5.0 NEED FOR AN IDENTITY STRATEGY

Current Government and private sector IdM systems are numerous and stove-piped, causing
redundancy and inefficient and uncoordinated IdM efforts. Private sector owners and operators
of the Nation’s information and communications technology (ICT) infrastructure, along with
Government, have a vested interest in exploring potential solutions to reduce the frequency and
impact of attacks on the Nation’s network infrastructure and services, especially during
emergency situations. The evolving and ubiquitous nature of the Internet demonstrates the
criticality of ICT infrastructure to global security and stability.

A successful 1dM strategy :
should promote a policy of A successful IdM strategy should promote a policy of

interoperability and interoperability and coordination among disparate systems
coordination of disparate to ensure both ease of use and security. If the private
svstems to ensure both ease of sector and Government develop a federation of
y . . interoperable IdM processes enhancing identity trust,
d If th
use and security. ITthe private | 5yareness, and education among end users, providers, and

sector and Government devices, then the these strengthened network trust
_develop a federation of relationships will enhance the security posture of the United
interoperable 1dM processes States.

enhancing identity trust,

awareness, and education among end users, providers and devices, then these strengthened
network trust relationships will enhance the security posture of the United States. A
comprehensive strategy and supporting federation of interoperable IdM processes would lead to
more efficient use of Government and private sector resources, promote growth and innovation,
and improve end user convenience when engaging in transactions across various domains.®
Additionally, an effective, comprehensive IdM strategy will improve the management of PIl and
ensure the implementation of strict controls to protect unauthorized disclosure of privacy
information across different domains.?

Currently, the international community is actively engaged in the debate on IdM. Specifically,
digital identity is at the top of the Critical Information Infrastructure agenda of the European
Union, with several member states pioneering projects and deployments in this area. The time is
ripe for the United States to join the debate and leverage this opportunity to demonstrate
leadership in the development of a unifying internationally interoperable solution.

9 “The Role of Digital ldentity Management in the Internet Economy: A Primer for Policymakers — VVolunteer Group Draft,”
Organization for Economic Cooperation and Development (OECD). 27 January 2009.

20 NSTC Subcommittee on Biometrics and Identity Management, September 2008, “Identity Management Task Force Report
2008.”
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6.0 COMPREHENSIVE IDM STRATEGY CHARACTERISTICS AND PRINCIPLES

Given the factors described above, a comprehensive 1dM strategy developed jointly by
Government and the private sector could be the first step toward developing a federation of
interoperable 1dM processes. Today, the 1dM space is fragmented, affecting the availability,
reliability, and accuracy of its processes.

A comprehensive 1dM strategy must address the following categories of Entities:

e People. 1dM includes a definable set of persons, who by their nature, will be everything
from Federal employees, entitlement beneficiaries and individual citizens; to prospective
foreign visitors to the United States and visa recipients; to criminals, fugitives from justice,
and subjects of intelligence or counter-intelligence interest.

e Digital IT Devices, Network Components, and Services. 1dM necessarily embraces the
digital IT devices, network components, and services upon which identity attribution is
predicated and through which it is communicated, such that each of these are strongly
individually identifiable.

e Software Components. Authentication of trusted software components, such as operating
systems and communication software, are critical to maintaining the chain of trust.

e Objects. Beyond the humans whose identities must be verified, and the hardware and
software elements supporting the identification and verification processes, inanimate
objects may also be verified and tracked, including: (a) material and goods entering the
United States via air, land, or sea portal; (b) sensitive controllable objects used in
commerce (such as pharmaceuticals or radioactive materials); and (c) digital rights or other
objects of interest. This could extend to digital data and multimedia objects, including
database records and documents.

Interoperability at the national and global level is critical to supporting multiple 1dM solutions
across communities and enables trust relationships within larger federations. The global
information environment is the medium across which all identity-based transactions are
conducted on network systems. Interoperability in physical access requires adoption of
standardized credentials or other access protocols.

A verifiable Trust Anchor?* methodology available to Government, the private sector, and social
groups will create a mechanism all can use to issue authentic identities associated with a
particular Trust Anchor. Essential Trust Anchor attributes include the abilities to trace:

e The asserted identity of some object or person back to the Trust Anchor; and

e The application to root sources and stores of digital identity data, both local and network-
based.

2! For the purposes of this report, a Trust Anchor is defined as an authoritative entity that has responsibility over verifying an
identity.
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Choice-based participation is crucial so that end users can decide whether or not to participate in
the IdM federation and determine the degree of Authentication commensurate with the level of
sensitivity of their transactions. In some cases, end user choice will be linked to specific
identity-sensitive applications. If they anticipate some benefit to enrolling in such applications,
individuals may be willing to provide certain, otherwise private, information as a condition of the
enrollment process.

A successful federation of interoperable IdM processes would support an
overarching, comprehensive IdM strategy with broad applications across a spectrum
of communities and services and involve three key operational characteristics:

(1) Interoperability; (2) Trust Anchors; and (3) Choice-based participation.

A comprehensive national 1dM strategy must accommodate various levels of assurance to meet
the diverse transaction needs. IdM must therefore provide a wide variety of enrollment options,
identity data vetting/proofing capabilities, privacy protection capabilities, and Authentication
mechanisms for nomadic users.

Additionally, a comprehensive national IdM strategy involves a key systemic characteristic—
accountability—where all involved parties adhere to agreed-upon, standard procedures and
processes, validated periodically with consistently applied rules (with appropriate consequences
when users do not adhere to them). This ensures that all users respect the rules of the federation
of interoperable IdM processes and diminishes the probability of exploitation of the system
infrastructure.

Commercial 1dM service providers exist today and will likely increase in number, expand their
roles and offerings, and develop business opportunities to meet the growing national 1dM need.
The national 1dM strategy must embrace commercial IdM service providers willing to
collaborate with the Government to develop standards-based interoperability between Federal
and commercial IdM processes.

A comprehensive 1dM strategy should embody the following principles:

Privacy and Security
e Ensure security of process, data transmission, and storage;
e Ensure continuing emphasis on civil liberties and privacy;

e Provide secure management and use of P11 and digital identities®* where Government
participation is non-intrusive, Pl data storage is kept to a minimum, and disclosure of PII
occurs only with the consent of the end user?® (except where the Government, pursuant to
appropriate legal process and other lawful circumstances, has the authority to access it);

22 NSTC Subcommittee on Biometrics and Identity Management, September 2008, “Identity Management Task Force Report
2008.”
2 Microsoft-Scott Charney, 2008, “Establishing End to End Trust.”
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e Provide safeguards against unauthorized and unintended use, aggregation, dissemination
and transfer of information;

e Maintain a network of vetted digital-identity repositories as Trust Anchors to assert
identities within the federation of interoperable IdM processes;

¢ Provide oversight of standards processes required to support all 1dM functions (to include
aspects of digital identities and their repositories, standardized applications interfaces to
permit ‘plug and play’ fielding of new applications, and processes of the supporting IT
infrastructure);

e Ensure that IdM processes are auditable, enabling complete, automatic, and secure record
keeping where appropriate;

e Ensure Choice-based participation among all stakeholders that accommodates different
social customs regarding privacy and anonymity;** and

e Ensure that the security capabilities of 1dM processes are auditable.?

Education & Outreach

e Conduct broadly-based and sustained outreach and education activities to encourage
societal engagement and frame the case for defined, measurable benefits, recognizable by
participating organizations and private citizens;

e Create an international liaison and outreach programs to seek synergies and opportunities
for alignment with similar efforts abroad,;

e Demonstrate a benefit for all targeted stakeholders, including Government, the private
sector, society, and individual end users; and

e Encourage significant investment by industry and Government to ensure that the
infrastructure required for implementation is in place.

Availability

e Implement easy-to-use technology®® and create incentives for users to adapt the
technology;

¢ Function in broad terms so that the strategy can be adapted for use in many communities
throughout the private, civil, and public sectors, and globally while using interoperable
applications to ensure consistency and efficiency;

e Provide extensibility that enables various communities to tailor identity profile attributes;

e Ensure ubiquitous availability, at global distances, of strong verification of stored digital
identity upon demand;

** Ibid.

% Ibid.

2 Excerpts adapted from the 2008 Research and Development Exchange Workshop Proceedings, September 2008, “Evolving
National Security and Emergency Preparedness (NS/EP) Communications in a Global Environment.”
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e Provide standards-based connectivity, interoperability, and extensibility of the supporting
information technology (IT) architecture; and

e Enable prospective application sponsors to develop, install, and operate applications in a

way that permits the supporting IT grid to be seen as a freely available, ubiquitous service.

Policy and technology development in support of the above principles will help drive the
realization of a comprehensive national IdM strategy.

Activities within the Federal Government

The size and complexity of the total Federal IdM enterprise is considerable. The
enterprise will be highly diverse in both organization and relevance. Management
structures and approaches would be broadly-based and much consideration should be
given beforehand to ensure the efficient formulation and execution of the IdM strategy.

The Federal Government has expended substantial effort to consolidate and coordinate
IdM technologies and approaches among the departments and agencies. However, to
ensure the mission and to best achieve a comprehensive |dM strategy, the Federal
Government would require a single office, independent of other departments and
agencies, to oversee, coordinate, and direct IdM efforts across the entire Executive
Branch. The interagency mission would be to develop, enable, and implement identity-
sensitive applications with cross-organizational interoperability, coordinate configuration
and change management, develop and adopt standards, and develop consistent legal
and policy approaches to IdM across the Federal Government in the performance of all
its missions. This process would provide a horizontal integration and coordination of
many preexisting authorities, charters, responsibilities, and programs across the Federal
Government. Through this process, the Government would also interact with commercial
identity-sensitive activities that require interoperability with Federal IdM processes.

It is possible that the organizational model of a National Coordination Office (NCO) may
be attractive as the home of Federal IdM governance. Current examples of this include
the NCO for Networking and Information Technology Research*, the NCO for Space-
Based Positioning, Navigation and Timing,** and the National Nanotechnology
Initiative***. In all these cases, authorizing legislation has established a Federal charter
and allocated funding. These organizations focus and direct the advancement of large-
scale, broadly-impacting, and long-term technology issues of great national significance.
This may be an effective way to achieve efficient and enduring management of IdM
within Government, introduce the concept to the American public in optimal ways, and
foster research into technologies. A successful IdM solution will operate on a global
scale and support identity-sensitive applications to enhance the performance of Federal
missions and citizen services.

* http://www.nitrd.gov/
**http://www.pnt.gov/
*** http://www.nano.qov/
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7.0 IDM STAKEHOLDER INCENTIVES

The development of a holistic, comprehensive 1dM strategy could help coordinate efforts among
the numerous private sector, Government, and individual stakeholders, while protecting and
promoting their values and concerns, including:

e Secured communications for NS/EP needs;
e Increased security for online transactions and storage;
e Protection against fraud and identity theft; and

e Protection of privacy and civil liberties.

7.1 Private Sector and Individual User Incentives

Realistic potential exists for the private sector and individuals to benefit from participation in a
federation of interoperable IdM processes. The current financial, political, and security
environment provides a timely and unique opportunity to identify and prioritize critical IdM
requirements. The shift towards digital communications, storage, and transactions in healthcare,
banking, finance, commercial and retail activities, social networking, and print media has left
individual end users increasingly at risk of identity theft, and private sector enterprises
increasingly at risk of fraud in electronic commerce. Over the past 5 years, identity theft has
emerged as the leading economic crime reported to the Federal Trade Commission Identity Theft
Survey Report.”” A robust federation of interoperable IdM processes would provide much-
needed protection for consumers as digital communications supersede more traditional methods
of commerce. In addition, in the modern business environment where corporate data may be
stored on third-party premises and employees are increasingly nomadic and require access from
any location, the ability to provide the appropriate level of access has become a business
necessity.

To motivate the private sector and individual end users to participate in a Choice-based IdM
federation, the scheme must offer something these users value when requiring them to provide
identity information for the sake of secure Authentication. The private sector and the general
public will not accept solutions that degrade or diminish privacy by failing to adequately protect
stored data. A federation of interoperable IdM processes would enable end users to assert their
identities with confidence.?® It is ultimately desirable that end users retain control over their
information, but some organizations may need to have access to particular data for certain
operations, such as human resources. Solutions that degrade trust or diminish privacy by failing
to adequately protect stored data will not be accepted by the private sector and the general
public.

Although high levels of privacy are crucial in certain cases such as healthcare and insurance,
even in these areas some services will constitute a higher risk and value than others and should
have access control mechanisms appropriate to those risks and values. In addition, a federation

% Federal Trade Commission. “ldentity Theft Survey Report,” Prepared by Synovate. September 2003.
http://www.ftc.gov/0s/2003/09/synovatereport.pdf.
8 Microsoft-Scott Charney, 2008, “Establishing End to End Trust.”
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of interoperable 1dM processes can include system maintenance of personal identity data that
requires strong privacy protection; some users may expect to retain control over the use of at
least some of this personal identity data, at least in some contexts.

Individual end users will not voluntarily Individual end users will not voluntarily
participate in an 1dM program if they participate in an IdM program if it is perceived to
perceive it to be inefficient, burdensome, be inefficient, burdensome, risky, unreliable, or
intrusive, costly, unreliable, or of dubious | costly. A federation of interoperable IdM

or minimal value. To ensure effective processes should offer a clear benefit to mission

participation by all stakeholders, the

comprehensive 1dM vision and strategy should offer a clear benefit to their missions or business
processes. A successful comprehensive 1dM vision and strategy balances the private sectors’ and
individual end users’ desire for privacy protection with the universal need for improved security;
it must also take into account that privacy and security needs may vary under different situations.
To help build confidence in the federation of interoperable 1dM processes, the private sector
could develop an insurance model in the event of an identity breach to help build confidence
among private sector and civil society stakeholders. The Government can help communicate the
benefits of 1dM by devoting resources to strengthen the sharing of threat information.

In a Choice-based system, those A robust federation of interoperable IdM processes
who participate even minimally will | would provide much-needed protections for

be afforded a level of security they consumers as digital communications supersede
would not otherwise have, and their more traditional methods of commerce.

actions will also narrow the range of
networks vulnerable to malicious actors. Private sector and individual end users will likely
subscribe to an IdM solution if they feel the information they are providing online is protected.

It is important for the Government to demonstrate the tangible security benefits of enhanced IdM
capabilities while addressing privacy concerns and showing the other benefits IdM offers.?® A
federation of interoperable IdM processes that fails to provide significant security improvements
and privacy protection will never gain the support of the private sector and individual end users.

7.2 U.S. Government Incentives

Across the board, the U.S. Government stands to benefit from strengthened accountability and
Attribution through robust IdM. The

United States increasingly relies upon | The jack of coordinated United States leadership
ICT for communications, military in international IdM efforts, coupled with the
operations, commercial transactions, absence of a comprehensive national IdM

and banking and financial transactions. | strategy, places telecommunications-related

The Government and the private sector | national security and economic equities at risk.
currently collaborate on several IdM

% The ID Divide: Addressing the Challenges of Identification and Authentication in American Society. June 2008. (Swire and
Butts).
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efforts. Joint partnerships may help to broaden incentives for both sectors and improve
efficiency.® Cost and liability risks must also be carefully examined in the context of a broad
approach to an 1dM strategy.

If the integrity of the infrastructure were compromised by intrusion and corruption, both
economic and national security would be placed at risk. Specifically, exploitation of the Internet
and other communications systems could lead to unauthorized disclosure of identity information
and unauthorized access to Government systems with risks of disclosing sensitive, classified
information.

During emergencies, Federal, State, and local Governments rely on the availability of trusted
Internet and other communications systems. NS/EP users have the same characteristics as most
IP network users—they are nomadic and demand access to all services at any time. However,
they also differ from ordinary users as they need priority access to respond to events where lives
and property are in imminent danger. Consequently, network operators and service providers
must be able to verify the identity of NS/EP emergency responders. These providers need a
mechanism to establish trust in an NS/EP environment, and IdM provides that mechanism. A
lack of IdM capabilities could result in a situation where unauthorized users have access to
NS/EP priority services, perhaps interfering with an emergency responder’s ability to use those
services to fulfill the mission. Consequently, it is in the Government’s best interest to pursue the
development of a federation of interoperable IdM processes. A strong IdM system, based on
robust trust in the Internet infrastructure and design, increases consumer confidence and ensures
the Government’s ability to rely on the Internet and other communications systems for
commercial activities and security operations.

The Government and the private sector could benefit by collaborating to develop a
federation of interoperable IdM processes.

% For lower levels of authentication, the Government currently partners with higher education entities and the Liberty Alliance, a
group of private sector companies which works to develop open standard-based specifications for federated IdM and global
identity theft prevention solutions, among other identity solutions, [www.projectliberty.o